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Subject Access Request (SAR)

Quick Steps for Zero One Gl'Ollp (Consultants, Accountants, Bookkeepers) Staff

For all staff, follow the workflow below:

Do Not Ignore
a) Never ignore a Subject Access Request (SAR).
b) Never delete data after receiving a Subject Access Request (SAR).
¢) Never delay verification.
d) Never send data to a third party without authority.

e) Never disclose data unencrypted.
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Log from Receipt to Delivery of Subject Access Request (SAR)

a)
b)
¢)
d)
e)
f)

g

h)

Recognise Subject Access Request (SAR).

Verify identity.

Log request.

Notify Practice Manager.

Initial response with standard message approved by Practice Manager.

Search for data.

Get the collected data checked by the data controller or the Practice Manager (PM).
Apply exemptions if needed.

Respond securely.
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Formal and fully compliant SAR Request Acknowledgement Reply

Subject: Acknowledgement of Your Subject Access Request

Thank you for contacting Zero One Group. We acknowledge receipt of your Subject Access Request (SAR). To ensure we process
your request correctly and securely, we may need to verify your identity and, if necessary, ask for clarification about the specific
information you wish to access. The statutory response period of one month will begin once we have received any required
verification or clarification.

We will keep you updated throughout the process and will provide your information in a secure and accessible format. If you have
any questions in the meantime, please contact the Practice Manager at accounts(@zerooneconsultants.co.uk.

Regards

The Practice Manager (PM)
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Formal and fully compliant SAR Identity Verification Request

Subject: Identity Verification Required for Your Subject Access Request

Thank you for your Subject Access Request. Before we can begin processing it, we must verify your identity to ensure that personal
data is only disclosed to the correct individual.

Please provide one form of photo identification and one form of address verification from the lists below:
v Photo ID: Passport, driving licence, biometric residence permit.
v Proof of address (dated within the last 3 months): Utility bill, bank statement, council tax bill, HMRC letter.

You may send clear, scanned copies or photographs by replying to this email. Once verification is complete, the one-month statutory
response period will begin.

If you have any questions, contact the Practice Manager at accounts(@zerooneconsultants.co.uk.

Regards

The Practice Manager (PM)
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Formal and fully compliant SAR Response Letter

Subject: Response to Your Subject Access Request

Dear [Requester Name],

Thank you for your Subject Access Request. We have now completed our review and prepared the information we hold about you in
accordance with the UK General Data Protection Regulation (UK GDPR), the Data Protection Act 2018, and the Data Use and Access
Act 2025.

Information Provided

We have enclosed/provided the following:

v A copy of the personal data we hold about you.

v" Supplementary information required under Article 15 UK GDPR, including the purposes of processing, categories of data,
retention periods, and details of any data sharing.

v' Any additional information you specifically requested, where applicable.
Your data has been supplied in a secure and accessible format. If you require it in an alternative format, please let us know.
Redactions or Exemptions (If Applicable)
Some information may have been withheld or redacted where required by law. This may include:

v Personal data relating to other individuals.

v Information covered by legal professional privilege.

v/ Data withheld under exemptions in the Data Protection Act 2018 (e.g., crime and taxation, management information,
regulatory functions).

Where redactions or exemptions apply, they have been applied only where necessary and in line with the Information Commissioner's
Office (ICO) guidance.

If You Believe Anything Is Missing

If you believe any information has not been included, or if you require clarification, please contact the Practice Manager at
accounts@zerooneconsultants.co.uk. We will review your query and respond promptly.

Your Rights
If you are dissatisfied with the outcome of this request, you have the right to:
v" Request a review by us; and
v Lodge a complaint with the Information Commissioner’s Office (ICO).
Details for the ICO can be found at www.ico.org.uk.
Thank you for your cooperation throughout this process.
Regards

Practice Manager
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Subject Access Request (SAR) Logging Form (Internal Use)
Monitored by the Practice Manager (PM) with the Data Controller

a) Request Details
v Date SAR received:
v Time SAR received:
v" Method of request: Verbal / Email / Letter / Social media / Portal / Other
v' Who received the request: State Staff Name
v' Exact wording of the request: Copy/paste or verbatim summary, for the person going to
deal with it.
b) Requester Identity
v" Requester name: Note Name
v’ Is the requester the data subject? Yes / No
v’ If third party, relationship to data subject: Note Name & Relation
v Evidence of authority provided: Yes / No
v" Identity verification required. Yes / No
v’ Identity verification completed on (date): /
v’ Verified by (staff name): Note Name
c¢) Data Subject Information
v Full name: Note Name
v Date of birth: Note
v' Address: Note
v Email/phone: Note
v Client reference / UTR / Company number (if applicable): Note
d) Scope of the Request
v' What data is being requested? (e.g., “All personal data”,
“Payroll records”, “Correspondence with HMRC”,
“Copies of ID documents™) Record all in detail
v’ Clarification requested from the individual. Yes / No
v If yes, date clarification requested: Yes / No
v’ Date clarification received: Yes / No
e) Timeframe Tracking

v Clock start date: (Starts when identity is verified and the request is clear)
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v" One-month deadline: Note Date
v Extension required? Yes / No
v Reason for extension: Yes / No
v' New deadline (if extended): Yes / No
f) Search and Retrieval Actions
v Departments involved: (Accounts, Payroll, Bookkeeping, Compliance, Practice
Manager, etc.)
v Systems searched: (Email, CRM, bookkeeping software, cloud storage, paper
files, HMRC portal, etc.)
v" Search completed on: Yes / No
v’ Staff responsible for search: Note Name
v" Notes on missing or unavailable data (if any): Yes / No
g) Exemptions or Redactions
v Does the request involve third-party data? Yes / No
v Redaction required? Yes / No
v Exemption applied? Yes / No
v' Type of exemption: e.g., legal privilege, crime/taxation, management
information, confidential references.
v’ Justification for exemption: Yes / No
v Approved by (Practice Manager/Compliance): Yes / No
h) Response Preparation
v' Format requested by individual: Electronic / Paper / Verbal summary / Secure portal.
v" Format provided: Yes / No
v Security method used: Encrypted email, secure link, recorded delivery, etc.
v Date response sent: Note Date
v Sent by (staff name): Note Name
v Copy of response stored at: File path or system location.

i) Completion and Sign-off
v" SAR closed on (date): Note Date

v" Reviewed and approved by: Note Name
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v Any follow-up actions required: Yes / No
v" Notes for audit trail: Yes / No
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Our privacy policy is in strict accordance with the data protection and your privacy. Still, Zero One Group stresses the importance of
certain term/s and sections in “This Privacy Policy”, in the document named “Terms of Agreement V127, Section “32” and “32. i’
“Access Your Data”, where Zero One Group keep strict adherence to the United Kingdom (UK) General Data Protection Regulation
(UK GDPR), the Data Protection Act 2018, and the Data Use and Access Act 2025 (DUAA 2025).

Here, you need to establish the role of the data requesting person (Natural or Legal). If you are in contact with us directly, which
Zero One Group prefer you to do yourself either in words over the phone, by writing or using a social media contact, once Zero One
Group verify you, Zero One Group will provide you with your data Without any Charge (in most of the cases) in a reasonable time
period or a defined period, etc., where a similar request is made on your behalf by a third person (Natural or Legal) then Zero One
Group comply with the further guidance referred to as Subject Access Request (SAR) by Information Commissioner Office (ICO).

0. Ata Glance

1.

10.

11.

Individuals have the right to access and receive a copy of their personal data, and other supplementary information.
This is commonly referred to as a subject access request or ‘SAR’.

Individuals can make SARs verbally or in writing, including via social media.

A third party can also make a SAR on behalf of another person.

In most circumstances, “Zero One Group Will Not Charge a Fee to Deal with a SAR Request” in most of the cases.

Zero One Group would respond without delay and within one month of receipt of the request.

Zero One Group may extend the time limit by a further two months if the request is complex or if you receive several
requests from the individual.

Zero One Group will do a reasonable search for the requested information.
Zero One Group will provide the information in an accessible, concise and intelligible format.
The information would be disclosed securely.

Zero One Group will only refuse to provide the information if an exemption or restriction applies, or if the request is
manifestly unfounded or excessive.

1. Checklists

Preparing for Subject Access Requests (SAR)

a)

b)

©)
d)

e)

Zero One Group know how to recognise a subject access request, and Zero One Group understand when the right of access
applies.

Zero One Group have this policy for how to record requests Zero One Group receives verbally.
Zero One Group understand what steps Zero One Group need to take to verify the identity of the requester, if necessary.

Zero One Group understand when Zero One Group can pause the time limit for responding if Zero One Group need to ask
for clarification.

Zero One Group understand when Zero One Group can refuse a request and is aware of the information Zero One Group
needs to provide to individuals when Zero One Group do so.
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f) Zero One Group understand the nature of the supplementary information Zero One Group need to provide in response to a
subject access request.

g) Zero One Group have suitable information management systems in place to allow us to locate and retrieve information
efficiently.

2. Complying with Subject Access Requests (SAR)

a) Zero One Group have processes in place to ensure that Zero One Group respond to a subject access request without undue
delay and within one month of receipt.

b) Zero One Group understand how to perform a reasonable search for the information.

¢) Zero One Group understand what Zero One Group need to consider if a third-party requests on behalf of an individual.

d) Zero One Group are aware of the circumstances in which Zero One Group can extend the time limit to respond to a request.
e) Zero One Group understand how to assess whether a child is mature enough to understand their rights.

f) Zero One Group understand that there is a particular emphasis on using clear and plain language if Zero One Group are
disclosing information to a child.

g) Zero One Group understand what Zero One Group need to consider if a request includes information about others.
h) Zero One Group can deliver the information securely to an individual and in the correct format.

3. What is the right of access?

The right of access, commonly referred to as subject access, gives individuals the right to obtain a copy of their personal data, as well
as other supplementary information. It helps individuals to understand how and why you are using their data, and check that you are
doing it lawfully.

4. How do Zero One Group recognise a Subject Access Request (SAR)?

An individual can make a Subject Access Request (SAR) verbally or in writing, including on social media. A request is valid if it is
clear that the individual is asking for their own personal data. An individual does not need to use a specific form of words, refer to
legislation or direct the request to a specific contact. Zero One Group (Consultants, Accountants, Bookkeepers) only needs to
establish that the client or data requester is asking for a Subject Access Request (SAR).

An individual may ask a third party (e.g. a relative, friend, solicitor, accountant, etc.) to make a Subject Access Request (SAR) on
their behalf. Zero One Group (Consultants, Accountants, Bookkeepers) may also receive a SAR made on behalf of an individual
through an online portal.

Still, here it needs to be verified by the client or data requester that Zero One Group (Consultants, Accountants, Bookkeepers) is in
use of that online portal. Before responding, Zero One Group will do reasonable checks that the third party making the request is
entitled to act on behalf of the individual. It is the third party’s responsibility to provide evidence of their authority and identity.

5. What about requests for information about children?
Before responding to a Subject Access Request (SAR) for information held about a child, Zero One Group would consider whether

the child is mature enough to understand their rights. If the request is from a child and Zero One Group is confident that they can
understand their rights, Zero One Group would usually respond directly to the child.
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Zero One Group (Consultants, Accountants, Bookkeepers) may, however, allow the parent or guardian to exercise the child’s rights
on their behalf if the child authorises this, or if it is evident that this is in the best interests of the child. If a child is competent, they
may authorise someone else, other than a parent or guardian, to make a SAR on their behalf.

6. What should Zero One Group consider when responding to a request?

Zero One Group will comply with a Subject Access Request (SAR) without undue delay and at the latest within one month of
receiving the request. Zero One Group can extend the time to respond by a further two months if the request is complex or Zero One
Group have received several requests from the individual, e.g. other types of requests relating to individuals’ rights.

If Zero One Group process a large amount of information about an individual, Zero One Group may be able to ask them to specify
the information or processing activities their request relates to, if it is not clear. The Time Limit for responding to The Request is
Paused Until Zero One Group receives clarification, although Zero One Group should supply any supplementary information
within one month.

7. Can Zero One Group ask for Identity?

Yes, Zero One Group need to be satisfied that Zero One Group know the identity of the requester (or the person the request is made
on behalf of). If Zero One Group are unsure, you can ask for information to verify an individual’s identity. The timescale for
responding to a Subject Access Request (SAR) does not begin until Zero One Group have received the requested information.
However, Zero One Group should request Identity documents promptly.

8. Can Zero One Group charge a fee?

Not usually, Zero One Group do so. In most cases, Zero One Group will not charge a fee to comply with a Subject Access Request
(SAR). However, Zero One Group can charge a “Reasonable Fee” for the administrative costs of complying with a request if it is
manifestly unfounded or excessive, or if an individual requests further copies of their data.

9. How do Zero One Group find and retrieve the relevant information?

Zero One Group (Consultants, Accountants, Bookkeepers) would make reasonable efforts to find and retrieve the requested
information. However, Zero One Group are not required to conduct searches that would be unreasonable or disproportionate to the
importance of providing access to the information.

10. How should Zero One Group supply information to the requester?

An individual is entitled to a copy of their personal data and to other supplementary information (which largely corresponds with the
information that Zero One Group should provide in a privacy notice). If an individual makes a request electronically, Zero One Group
should provide the information in a commonly used electronic format, unless the individual requests otherwise.

When deciding what format to use, Zero One Group would consider both the circumstances of the particular request and whether the
individual has the ability to access the data Zero One Group provides in that format. It is good practice to establish the individual’s
preferred format before fulfilling their request. Alternatives can also include allowing the individual to access their data remotely and
download a copy in an appropriate format.

If an individual asks, Zero One Group can provide a verbal response to their Subject Access Request (SAR), provided that Zero One
Group have confirmed their identity by other means. Zero One Group would keep a record of the date they made the request, the
date Zero One Group responded, details of who provided the information and what information Zero One Group have provided. As
the controller of the information, Zero One Group are responsible for taking all reasonable steps to ensure its security.

‘How Do Zero One Group Provide the Information Securely?’
As the controller of the information, Zero One Group must take all reasonable steps to ensure its security. While there are many

different ways to send the requested information to the person, there are some basic steps that Zero One Group can take to help
with this. On an organisational level, Zero One Group would try to safeguard against human error.
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For example, Zero One Group would:
a) Ensure that you have proper systems in place to record SARs.
b) Ensure that you properly train those responsible for responding to a request; and
¢) Have a system or procedure in place to check email or postal addresses before responding to a request.

11. When can Zero One Group refuse to comply with a request?

Where an exemption applies, Zero One Group (Consultants, Accountants, Bookkeepers) may refuse to provide all or some of the
requested information, depending on the circumstances. Zero One Group can also refuse to comply with a Subject Access Request
(SAR) if it is manifestly unfounded or manifestly excessive.

Factors to Consider Whether Request is Manifestly Unfounded or Excessive

If Zero One Group refuse to comply with a request, Zero One Group will inform the individual of
a) The reasons why
b) Their right to make a complaint to the Information Commissioner's Office (ICO) or another supervisory authority; and
c) Their ability to seek to enforce this right through the courts.

Zero One Group (Consultants, Accountants, Bookkeepers) will consider the factors below, including all mentioned earlier or above,
but may not be limited to the earlier or above or below mentioned.

a) What are exemptions, and how do they work?

b) What do Zero One Group need to do if Zero One Group refuse to comply with a request?
¢) What does ‘prejudice’ mean?

d) Can an exemption be used to prevent prejudice to another organisation’s function?

e) Crime and taxation: general

f) Crime and taxation: risk assessment

g) Legal professional privilege

h) Functions designed to protect the public

i) Regulatory functions relating to legal services, the health service and children’s services
j)  Other regulatory functions

k) Judicial appointments, independence and proceedings

1) Journalism, academia, art and literature

m) Research and statistics

n) Archiving in the public interest

0) Health, education and social work information

p) Child abuse information
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q) Management information
r) Negotiations with the requester
s) Confidential references
t) Exam scripts and exam marks
u) Manifestly unfounded or excessive requests
v) Information about other people
w) Other exemptions

® Zero One Group (Consultants, Accountants, Bookkeepers) will use the Information Commissioner's Office (ICO) guidance to
determine the usability of the above factors.

12. What should Zero One Group do if the request involves information about other individuals?

Where possible, Zero One Group would consider whether it is possible to comply with the request without disclosing information
that identifies another individual. If this is not possible, Zero One Group do not have to comply with the request except where the
other individual consents to the disclosure or it is reasonable to comply with the request without that individual’s consent. Zero One
Group need to respond to the requester whether or not Zero One Group decide to disclose information about a third party. Zero One

Group must be able to justify our decision to disclose or withhold information about a third party, so Zero One Group will keep a
record of what Zero One Group decide and why.

13. What other exemptions are there?

Exemptions in Schedules 2, 3, and 4 of the Data Protection Act 2018 (DPA 2018) allow organisations to bypass certain UK GDPR
rights and obligations, such as Subject Access Request (SAR) or transparency, when processing data for specific purposes. Key areas
include crime, taxation, legal proceedings, immigration, and research.

Key Exemptions in the DPA 2018

e Schedule 2 (Parts 1-4): Covers general exemptions, including crime and taxation, immigration (with specific safeguards),
and legal proceedings.

e Schedule 2 (Parts 5-6): Covers exemptions for journalism, academia, art, literature, research, statistics, and archiving.
e Schedule 3: Focuses on health, social work, education, and child abuse data where disclosures might harm the subject.
e Common Exemptions: Includes legal professional privilege, management information, and confidential references.

While the exemptions listed above are those most likely to apply in practice, the DPA 2018 contains additional exemptions that may
be relevant when dealing with a SAR.

14. Are there any Special Cases?

Yes. There are special rules and provisions about SARs and some categories of personal data, including.
a) Unstructured manual records
b) Credit files
¢) Health data
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https://ico.org.uk/for-organisations/uk-gdpr-guidance-and-resources/individual-rights/right-of-access/exemptions-when-can-we-refuse-a-sar/#InformationAboutOtherPeople
https://ico.org.uk/for-organisations/uk-gdpr-guidance-and-resources/individual-rights/right-of-access/exemptions-when-can-we-refuse-a-sar/#OtherExemptions
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d) Educational data; and

e) Social work data.
15. Can the right of Access be Enforced?
Yes. In appropriate cases, the Information Commissioner's Office (ICO) may act against a controller or processor if they fail to
comply with data protection legislation. The Information Commissioner's Office (ICO) will exercise these enforcement powers in
accordance with its Regulatory Action Policy. If Zero One Group (Consultants, Accountants, Bookkeepers) fail to comply with a

SAR, the requester may apply for a court order requiring you to comply or to seek compensation. It is a matter for the court to decide,
in each particular case, what action to take.

16.Can Zero One Group Force an Individual to Make a Subject Access Request (SAR)?
No, an enforced Subject Access Request (SAR) is when someone requires an individual to make a Subject Access Request (SAR)
to gain access to certain information about them (e.g. their convictions, cautions or health records). This information is then used, for

example, as supporting evidence regarding a job application or before entering into a contract for insurance. Forcing an individual to
make a Subject Access Request (SAR) in such circumstances is a criminal offence.

Key Conditions for Applying Exemptions
e Purpose Limitation: The exemption must be necessary and not applied in a blanket fashion.

e Prejudice Test: The exemption only applies if providing data would "prejudice" (harm) the specific purpose (e.g., stopping
a criminal investigation).

e Legal Proceedings: Data can be withheld if it is necessary for legal proceedings, obtaining legal advice, or defending legal
rights.

17. In brief
1. What is the right of access?
2. How do Zero One Group recognise a subject access request (SAR)?
3. What about requests for information about children?
4. What should Zero One Group consider when responding to a request?
5. Can Zero One Group ask for ID?
6. Can Zero One Group charge a fee?
7. How do Zero One Group find and retrieve the relevant information?
8. How should Zero One Group supply information to the requester?
9. When can Zero One Group refuse to comply with a request?
10. What should Zero One Group do if the request involves information about other individuals?
11. What other exemptions are there?
12. Are there any special cases?

13. Can the right of access be enforced?
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14. Can Zero One Group force an individual to make a SAR?

Practice Manager
Zero One GI'Ollp (Consultants, Accountants, Bookkeepers)
Revised on

23 February 2026

These policies are written under the strict guidance of the relevant legislation, rules and regulations, and this way we try to provide guidance to both our clients, looking for the ways to get
information about “How We Work™ and the staff working according to these policies, “ the way they are going to” act on your requests or to determine a course of action in any situation.
Should you find any oddity, anomaly, abnormality, flaw, or if you are struggling to understand, please be in touch with us for an explanation to make you understand in a better and simpler
way, considering it may be a human, a typo, or a wording error/s, although we do try to make sure chances of errors to minimum. For any concerns, please be in touch with the Practice
Manager (PM) on accounts@zerooneconsultants.co.uk, referring to the name of the policy or our concerns in a few words in the subject line, and then explain your concerns in detail.
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